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NYS Department of Health

 3,500 employees; contractors

Offices (11)

Office of Health Insurance Program (OHIP)

Office of Primary Care and Health Systems Management (OPCHSM)

Health Facilities Management

NYS of Health (Health Benefits Exchange) 

Division of Administration

Office of Quality and Patient Safety

Division of Legal Affairs

Office of Governmental and External Affairs

Public Affairs Group

Office of Minority Health And Health Disparities Prevention

Office of Public Health **

**Office of Public Health (4) Regional Offices (3)

Center for Environmental Health Western (Buffalo/Rochester) 

Center for Community Health                      Central (Syracuse)

AIDS Institute Metropolitan Area – NYC

Wadsworth Center
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History of DOH IC Program

 2007

 Developed new report forms

 10,000+ hard copies

 ICO + three F/T staff

 Website

 2010

 Quarterly Newsletter

 2013

 ICO + one F/T staff 

 Audit Services Group

 2014

 Electronic Reporting – no more hard copies!!!

 Data Analysis/Analytics
4
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Risk Management Program 

 Administer annual reporting

 Quarterly newsletters 

 Training and Education – general, focused

 Monitor Corrective Action Plans

 Annual Certification

 Website - intranet (auditweb)

o Webinars

o Power Point presentations

o Internal Control Standards 

o DOB Managers Testing Guide 

o Testing Worksheet

o Guidance document

o APPM 4.0 

o Links to other resources

http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/z/manage-your-risk-management-yellow-warning-sign-words-road-to-illustrate-need-to-reduce-danger-opportunity-loss-35557083.jpg&imgrefurl=http://www.dreamstime.com/stock-photos-manage-your-risk-management-yellow-warning-sign-words-road-to-illustrate-need-to-reduce-danger-opportunity-loss-image35557083&h=1300&w=1344&tbnid=Ej5ujAfU4SqbTM:&zoom=1&docid=awkBNpIjEiXrOM&ei=hgSPVMOaI4GWyATS3YKQDA&tbm=isch&ved=0CE8QMyhHMEc4yAE&iact=rc&uact=3&dur=3796&page=18&start=265&ndsp=16
http://www.google.com/imgres?imgurl=http://thumbs.dreamstime.com/z/manage-your-risk-management-yellow-warning-sign-words-road-to-illustrate-need-to-reduce-danger-opportunity-loss-35557083.jpg&imgrefurl=http://www.dreamstime.com/stock-photos-manage-your-risk-management-yellow-warning-sign-words-road-to-illustrate-need-to-reduce-danger-opportunity-loss-image35557083&h=1300&w=1344&tbnid=Ej5ujAfU4SqbTM:&zoom=1&docid=awkBNpIjEiXrOM&ei=hgSPVMOaI4GWyATS3YKQDA&tbm=isch&ved=0CE8QMyhHMEc4yAE&iact=rc&uact=3&dur=3796&page=18&start=265&ndsp=16
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Annual B-350 Certification

 2014 – Full compliance (timely submission)

 2013 – Full compliance (timely submission)

 2012 – Partial compliance (timely submission)

 2011 – Partial compliance (late submission)

https://www.google.com/imgres?imgurl=http://sedonaaromatherapie.com/blog/wp-content/uploads/2013/11/certified-aromatherapist-VCTStyle-ISP.jpg&imgrefurl=http://sedonaaromatherapie.com/blog/2013/11/18/the-difference-between-a-certified-aromatherapist-and-a-registered-aromatherapist/&docid=dkJsBEb9HFVB7M&tbnid=i1kW7FUax6gOBM:&w=339&h=354&ei=nU6LVLX9Nu_IsASa-IGoDA&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://sedonaaromatherapie.com/blog/wp-content/uploads/2013/11/certified-aromatherapist-VCTStyle-ISP.jpg&imgrefurl=http://sedonaaromatherapie.com/blog/2013/11/18/the-difference-between-a-certified-aromatherapist-and-a-registered-aromatherapist/&docid=dkJsBEb9HFVB7M&tbnid=i1kW7FUax6gOBM:&w=339&h=354&ei=nU6LVLX9Nu_IsASa-IGoDA&ved=0CAIQxiAwAA&iact=c


Risk Management Review  Process

Five Steps:

1. Review I/C Standards

2. Identify Functions

3. Identify/Assess Risk/Vulnerability

4. Internal Control Review/Testing

5. Take Corrective Action
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http://www.google.com/imgres?imgurl=https://hawkeyeconsultingadvisors.files.wordpress.com/2013/04/5-step-cycle.png&imgrefurl=https://hawkeyeconsultingadvisors.wordpress.com/2013/04/04/5-steps-to-turning-around-a-business/&h=747&w=1350&tbnid=ttMTINtWXbEiFM:&zoom=1&docid=22-TCwe5MrZ8aM&ei=KduJVNq5FYGAsQSPg4KgBA&tbm=isch&ved=0CE4QMygVMBU&iact=rc&uact=3&dur=2282&page=2&start=8&ndsp=15
http://www.google.com/imgres?imgurl=https://hawkeyeconsultingadvisors.files.wordpress.com/2013/04/5-step-cycle.png&imgrefurl=https://hawkeyeconsultingadvisors.wordpress.com/2013/04/04/5-steps-to-turning-around-a-business/&h=747&w=1350&tbnid=ttMTINtWXbEiFM:&zoom=1&docid=22-TCwe5MrZ8aM&ei=KduJVNq5FYGAsQSPg4KgBA&tbm=isch&ved=0CE4QMygVMBU&iact=rc&uact=3&dur=2282&page=2&start=8&ndsp=15
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Electronic Reporting Systems

1. MicroSoft InfoPath 

2. IBM Advanced Case Manager

3. Survey Monkey – 4 levels of license

 Basic – free (10 Questions, 100 responses)

 Select - $26 per month or $228/yr.

 Gold - $300/yr.

 Platinum - $780/yr.  (HIPPA compliant)

https://www.google.com/imgres?imgurl=http://hearkeninstitute.com/wp-content/uploads/2014/05/observe-look-magnifying-glass.jpg&imgrefurl=http://hearkeninstitute.com/2014/05/22/happiness-in-thirty-seconds/&docid=VY1GYbyo03x9OM&tbnid=F1yrmRh1y-duVM:&w=640&h=426&ei=PAMGVI6yN-LesASHxoHYCA&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://hearkeninstitute.com/wp-content/uploads/2014/05/observe-look-magnifying-glass.jpg&imgrefurl=http://hearkeninstitute.com/2014/05/22/happiness-in-thirty-seconds/&docid=VY1GYbyo03x9OM&tbnid=F1yrmRh1y-duVM:&w=640&h=426&ei=PAMGVI6yN-LesASHxoHYCA&ved=0CAIQxiAwAA&iact=c


DOH Risk Management Report

 Eliminated 10,000 + paper copies

 Staggered, monthly schedule by Office (Jan. – Dec.)

 ~400 Assessable Units – 30 days to complete review.

 Management to forward email instructions/web link.

 Accountability at all levels – certification process

 Summary Report - Deputy Commissioner
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https://www.google.com/imgres?imgurl=http://www.baswareukblog.co.uk/wp-content/uploads/2012/05/ManInMiddleOfPaperStacks.jpg&imgrefurl=http://www.cathyeden.co.za/pickit/stacks-of-paper&docid=DtNjvv7mIDiysM&tbnid=WB4m0WblIDE5GM:&w=1280&h=853&ei=GQaPVJKSGo7caprigeAI&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://www.baswareukblog.co.uk/wp-content/uploads/2012/05/ManInMiddleOfPaperStacks.jpg&imgrefurl=http://www.cathyeden.co.za/pickit/stacks-of-paper&docid=DtNjvv7mIDiysM&tbnid=WB4m0WblIDE5GM:&w=1280&h=853&ei=GQaPVJKSGo7caprigeAI&ved=0CAIQxiAwAA&iact=c
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Security

 Fortune 500 - 99% 

 SSL – Secure Sockets Layer

 Protected and validated by Norton and TRUSTe

 HIPAA-compliant features
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Features of Survey Monkey

1. EASY TO USE!!

2. Dynamic report – change easily/quickly

3. Several response formats

4. Easily distributed / completed

5. Ability to SAVE in-progress report

6. Data Analytics

7. Monitoring capability – in real time

8. Data output – Excel, PDF, SPSS, Advanced 

Statistical/Analytical Software
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Create and Send Surveys with Ease

 15+ Question Types

Custom logo & branding

Page, Question & Skip Logic

Mobile app

Surveys you can send out via mobile, web, social 

media

https://www.google.com/imgres?imgurl=http://www.transportscotland.gov.uk/sites/default/files/documents/rrd_reports/uploaded_reports/j13564/j13564-g15.gif&imgrefurl=http://www.transportscotland.gov.uk/report/j13564-13.htm&docid=esAwiM3sD1SJ8M&tbnid=j-h4FF1YvYgWLM:&w=737&h=1084&ei=HWOLVOl2rcKwBPbigNAD&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://www.transportscotland.gov.uk/sites/default/files/documents/rrd_reports/uploaded_reports/j13564/j13564-g15.gif&imgrefurl=http://www.transportscotland.gov.uk/report/j13564-13.htm&docid=esAwiM3sD1SJ8M&tbnid=j-h4FF1YvYgWLM:&w=737&h=1084&ei=HWOLVOl2rcKwBPbigNAD&ved=0CAIQxiAwAA&iact=c
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DATA  ANALYTICS

 Real-time results

 Text analysis

 SPSS integration

 Custom reporting

 Filter and cross-tabbing and much more

https://www.google.com/imgres?imgurl=http://www.chartingcontrol.net/gallery/HorizontalBars.png&imgrefurl=http://www.chartingcontrol.net/gallery.aspx&docid=MXnreY3YHMpKEM&tbnid=ISlO6ByN96CF7M:&w=500&h=400&ei=gGGLVJvOCJPHsQTS74LIAw&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://www.chartingcontrol.net/gallery/HorizontalBars.png&imgrefurl=http://www.chartingcontrol.net/gallery.aspx&docid=MXnreY3YHMpKEM&tbnid=ISlO6ByN96CF7M:&w=500&h=400&ei=gGGLVJvOCJPHsQTS74LIAw&ved=0CAIQxiAwAA&iact=c


15

Distribution Methods

i.e., “Collectors”

 Weblink – DOH preferred method

 Email - allows tracking

 Website

http://www.portent.com/blog/internet-marketing/3_tips_to_improve_email_delive.htm
http://www.portent.com/blog/internet-marketing/3_tips_to_improve_email_delive.htm


Web Based 

Reporting System
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 Third party cookies MUST be enabled  - set to “LOW”

 Uncheck “Delete browser history on exit.” 

MicroSoft Explorer – Select "Tools" from the menu 

bar, then "Internet Options." Under "General" tab 

uncheck "delete browser history on exit". 

FAILURE TO MAINTAIN THESE COMPUTER SETTINGS UNTIL YOUR REPORT IS 

SUBMITTED MAY RESULT IN YOUR RESPONSES BEING LOST WHEN YOU EXIT THE 

REPORT PRIOR TO FINAL SUBMISSION.

https://www.google.com/imgres?imgurl=http://securityaffairs.co/wordpress/wp-content/uploads/2014/09/HTTPS.jpg&imgrefurl=http://securityaffairs.co/wordpress/28197/cyber-crime/https-phishing-websites-increase.html&docid=M2bsThKt_mcy4M&tbnid=UvTYUb2kZ8xRzM:&w=650&h=245&ei=_l2LVKvpEo_HsQS9woKgAw&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://securityaffairs.co/wordpress/wp-content/uploads/2014/09/HTTPS.jpg&imgrefurl=http://securityaffairs.co/wordpress/28197/cyber-crime/https-phishing-websites-increase.html&docid=M2bsThKt_mcy4M&tbnid=UvTYUb2kZ8xRzM:&w=650&h=245&ei=_l2LVKvpEo_HsQS9woKgAw&ved=0CAIQxiAwAA&iact=c


Navigating Risk Management Report
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 MUST complete on SAME computer!!

 Do NOT need to complete report in one session

 Instructions in Report – including what is required 

to be completed

 SAVE responses in APPLICATION 

 SAVE a PDF copy of report – cursor at top of page 

 Print HARDCOPY– cursor at top



PDF Converter Software 
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 Needed for second level review.

 Must be installed on computer.

 Don’t have it?  Contact IT staff !! 

 Email PDF report to superior  - review/approval

 Record date email approval received

https://www.google.com/imgres?imgurl=http://www.pdfconverterformac.net/images/convert-pdf-files.jpg&imgrefurl=http://www.pdfconverterformac.net/&docid=gJGDoN_yz2cSpM&tbnid=q9r-T0-uLNA36M:&w=200&h=241&ei=qVyLVICSJKX_sAS6rIGwBQ&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://www.pdfconverterformac.net/images/convert-pdf-files.jpg&imgrefurl=http://www.pdfconverterformac.net/&docid=gJGDoN_yz2cSpM&tbnid=q9r-T0-uLNA36M:&w=200&h=241&ei=qVyLVICSJKX_sAS6rIGwBQ&ved=0CAIQxiAwAA&iact=c
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Questions??

Tom McCann

Deputy Internal Control Officer

Department of Health 

Risk Management Unit

Corning Tower Rm. 2560

Empire State Plaza

Albany, NY 

(518) 473-0111
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https://www.google.com/imgres?imgurl=http://espei.com/wp-content/uploads/2013/05/equipmentprotection3.png&imgrefurl=http://www.dartmouth.edu/~jacko/v2/2014/01/an-interview-with-the-man-who-can-only-speak-in-questions/&docid=BNoOKidiOmAW8M&tbnid=5gfLQ3_DAutRbM:&w=1024&h=1024&ei=B12LVPzFOc2HsQTC4YBo&ved=0CAIQxiAwAA&iact=c
https://www.google.com/imgres?imgurl=http://espei.com/wp-content/uploads/2013/05/equipmentprotection3.png&imgrefurl=http://www.dartmouth.edu/~jacko/v2/2014/01/an-interview-with-the-man-who-can-only-speak-in-questions/&docid=BNoOKidiOmAW8M&tbnid=5gfLQ3_DAutRbM:&w=1024&h=1024&ei=B12LVPzFOc2HsQTC4YBo&ved=0CAIQxiAwAA&iact=c

